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Russian military build-up on Ukraine’s borders: War risk scenarios
8 Apr 2021 - Country Risk | Headline Analysis

Russia’s Defence Minister Sergei Shoigu announced on 6 April that the armed forces were to conduct military
readiness tests in April, comprising 4,000 individual exercises at 101 test sites across all military districts. The
announcement followed multiple international media reports of a Russian military build-up near Ukrainian
borders and in Russian-occupied Crimea since end of March. In response, on the same day the Ukrainian
armed forces started exercises in the southern regions of the country, involving territorial defence units
practising state border defence and counter-sabotage operations, particularly in the areas adjacent to the
Black Sea and near the border with Russia-annexed Crimea. On 31 March, US European Command had
reported that Russia was concentrating its military forces next to Ukrainian borders and raised its alert status
to the highest level.
• Russian concentration of forces in areas adjacent to Ukraine appears to be the largest since 2015,
raising war risks in the region. According to assessments by the Ukrainian armed forces, (which we are
unable to verify) Russia has concentrated between 26,000 and 39,000 troops close to the border with Ukraine
and is assessed as able to double this number within the next few weeks. There is evidence of a heavy
concentration of all-arms capabilities, including armour, artillery, electronic warfare equipment and air defence
units. This build-up has been separately reported by investigative group Conflict Intelligence Team (CIT),
which we assess as credible, analysing open-source images and video footage of large-scale Russian armour
and heavy weapons movements by rail and road in several regions of Russia, not limited to those adjacent to
Ukraine. In particular, CIT has identified that elements at least of the 76th Guards Air Assault Division have
relocated from their base in Pskov to annexed Crimea and to the Voronezh region, in south-central Russia,
adjacent to the Luhansk region of Ukraine. This Air Assault Division (airmobile infantry) was used by Russia in
February–March 2014 in the annexation of Crimea and in support of separatist counteroffensives in Donetsk
and Luhansk regions in August–September 2014 by the militias of self-declared Donetsk People’s Republic
(DPR) and Luhansk People’s Republic (LPR).
• Robust Western messaging of political support to Ukraine is likely to influence Russian consideration
of its options, and of the risk of incurring punitive Western sanctions against sections of the Russian
economy and increased NATO military assistance to the Ukrainian armed forces. In the past week, the
United States, Canada and the United Kingdom, as well as NATO, publicly reaffirmed their support for
Ukraine’s sovereignty and territorial integrity, urging Russia against hostile actions towards Ukraine. On 6 April
2021, Ukrainian President Volodymyr Zelenskyi urged NATO to specify a path for Ukraine’s future accession
to the alliance.
This report considers three selected scenarios following the current Russian military build-up.
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Scenario 1
Russia uses exercise activity, which does not involve incursions into Ukrainian territory or air
space/waters, but is intended to intimidate Ukraine and to test NATO’s response. Likelihood: Likely (6574%).
Description
Russian military build-up is aimed at intimidation of Ukraine, US, and NATO, to demonstrate Russian military
offensive capabilities and to gather intelligence on the West’s reactions. While the exercise deployments give
Russia the option of taking limited military action to escalate military situation in the Donbas conflict zone
and/or the wider region, the additional forces return to their original locations at the end of the exercise. Over
time, exercises on this scale and in border areas are viewed by Western intelligence as ‘routine’, enabling
their repetition to give Russia cover for renewed escalation, or of an outright large-scale Russian invasion,
should the Kremlin so choose.
Indicators of this scenario becoming more probable
• Russian state-owned media reporting on the exercises is factual and does not take the opportunity to highlight
the threat to Russian national security posed by NATO expansion plans.
• Russian state-owned media reduce their coverage of Ukraine-related events and abandon disinformation
campaigns on potential Ukrainian military offensives against DPR- and LPR-controlled areas and Crimea.
• Russian military exercises in April remain localised within military training areas grounds, with troops and
military equipment returning to their usual bases upon the exercises’ completion.
• Russia agrees to renew negotiations in the Normandy Four format on the Donbas conflict resolution, including
on new de-escalation zones along the LoC, and opening of new checkpoints on the LoC for civilian crossings.

Scenario 2
Russia uses exercise activity to provide cover for increased covert support for separatists in east
Ukraine, escalating the conflict there and orchestrating a crisis that leads to Russian forces’
intervention in a peacekeeping role. Likelihood: Unlikely (30-40%)
Description
While the exercises are under way, Russian forces deployed across the border from the Donbas conflict zone
covertly increase their support for the separatist militias, including increased ceasefire violations, notably
shelling, along the geographically stable line of contact (LoC). There are increased combatant and civilian
casualties, and Russian special forces orchestrate ‘false flag’ operations which seek to demonstrate that
Russian passport holders, of which there are some 500,000 in the DPR- and LPR-controlled areas, are
subject to harassment and abuse by the Ukrainian government authorities. Russia uses the pretext of civilian
deaths, and the plight of Russian passport holders, to initiate a request by the separatist authorities for
Russian troops to deploy into the DPR- and LPR-controlled areas in the Donbas conflict zone unilaterally as
peacekeepers.
Indicators of this scenario becoming more probable
• Increased fighting along the LoC in the Donetsk and Luhansk regions, with both the DPR and LPR militias and
the Ukrainian armed forces using heavy weapons, including artillery and artillery systems, leading to a large
number of combatant and civilian casualties.
• Russia claims that Ukrainian armed forces have killed and/or mistreated a significant number of civilians
holding Russian passports.
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• Russian state-owned media increase their coverage of Ukraine-related events and expand their disinformation
campaigns on the threat of imminent Ukrainian military offensives against DPR- and LPR-controlled areas and
Crimea.
• Social media reports indicating increased concentrations of Russian forces, including heavy military
equipment, in the Rostov region, in the immediate vicinity of the Donbas conflict zone.
• Russia offers partial or full recognition to DPR and LPR – either as ‘self-proclaimed autonomous regions of
Ukraine’ or as independent states (date to watch: 21 April, Russia’s President Vladimir’s Putin annual address
to the parliament).
• DPR and LPR political leadership urges Russia to send Russia forces in a peacekeeping role to be deployed
along the LoC.

Scenario 3
Russia uses exercise activity as cover for a limited offensive, aimed at taking and holding Ukrainian
territory of importance to Russia. Likelihood: Very Unlikely (15-20%).
Description
The Russian military build-up provides cover for preparations for new offensive operations in Ukraine, aimed
at limited ‘land-grab’. A likely Scenario 3 objective is to secure control of the Dnieper – Crimea canal and thus
assure freshwater supply to Crimea. This would involve taking and holding a 30–50-km corridor between
Nova Kakhovka, at the start of the canal, and Crimea, and would be achieved by a two-pronged ground
offensive from Crimea, likely airborne landings in Nova Kakhovka and Tavriysk, and amphibious landings on
the southern coast of Kherson region from the Black Sea.
Indicators of this scenario becoming more probable
• Leaked Western intelligence reports/public briefings report that the exercise activity in Russia’s Southern and
Western Military Districts involves extensive off-training area field manoeuvres, directed by a deployed
Theatre-level headquarters.
• There is a quantum increase in Russian military deployments bordering Ukraine and in Crimea, including
evidence of ground forces being relocated from bases east of the Urals; aircraft are relocated to air bases in
western Russia.
• The exercises are held as scheduled through April but there are indications that key formations with offensive
capabilities (e.g. 76th Guards Air Assault Division) do not return to their normal bases after the exercises are
over.
• Exercises practise airborne and amphibious landings in Crimea and in regions of southern Russia.
• Increasingly frequent Russian-state owned media reports on the water shortage in Crimea are used to
‘condition’ the Russian population to a crisis, only resolvable by Russian military action.
• Protests in major cities in Crimea, organised by the Russian administration in the peninsula, demanding
immediate improvements to water supply.
• Russian government demands to Ukraine’s government, including via UN and other international bodies, to
reopen the canal to Crimea on humanitarian grounds. The Ukrainian government, under pressure from
nationalists, refuses.
• Increased frequency of incidents of Russian aircraft and helicopters flying close to Kherson region and
Russian Black Sea Fleet warships approaching Ukrainian territorial waters in the region.
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RISK NOTE: Israel’s reported attack on Iranian naval vessel in the Red Sea
signals intensifying two-way maritime retaliation
7 Apr 2021 - Country Risk | Headline Analysis

On 6 April 2021, the day on which the signatories to the 2015 nuclear agreement reconvened in Vienna and
indirect talks resumed between the United States and Iran, an Iranian-flagged vessel, the Saviz (IMO
9167253), was reportedly damaged in a limpet mine explosion off the Yemeni Red Sea coast.
• According to The New York Times, Israel informed the US that it had carried out the attack in response to
recent Iranian attacks against Israeli merchant shipping, but there has been no official confirmation from the
Israeli government, which rarely comments on such operations. IHS Markit assesses Israel to be the most
likely actor to have carried out the attack. The New York Times added that the operation had likely been
delayed to allow the US aircraft carrier Dwight D. Eisenhower and its carrier strike group, currently also
deployed in the Red Sea, to distance itself from the area.
• The Islamic Revolution Guard Corps (IRGC) accused Israel on social media, even as US officials, speaking to
Reuters, distanced themselves from the incident. According to a media outlet affiliated with the IRGC, the
attack involved a limpet mine. No damage assessment has yet been made available. Separately, a US official
claimed the vessel had been targeted below the water line. If accurate, this would mark a slight change away
from recent maritime attacks in the broader region. In a report on 11 March 2021, the Wall Street Journal
disclosed that since 2019, Israel had attacked at least 12 vessels bound for Syria, in the Red Sea and
neighbouring maritime regions, the bulk of them carrying Iranian crude oil, and others carrying Iranian
weaponry.
• If, as is likely, Israel was behind the attack, it would be the first, at least publicly reported, involving an Iranian
naval vessel, as opposed to commercial vessels. Although it is classified as a cargo vessel, the Saviz has
been stationed for the past years in the southern Red Sea near the Bab al-Mandeb Strait. According to the
IRGC-affiliated media outlet, the vessel was deployed to support Iranian commandos in anti-piracy and
commercial shipping escort operations. IHS Markit maritime tracking data show that the Saviz’s last recorded
port call was at Iran’s Shahid Rajaee shipyard (Bandar Abbas) in October 2016. However, Arab media linked
the vessel to the IRGC and claimed it was being used to gather maritime intelligence. An October 2020 report
by the US Naval Institute similarly linked the Saviz to IRGC and espionage activity, and suggested the vessel
could also be supporting the Houthis in their operations against Saudi shipping. Saviz was sanctioned in 2018
by the Trump administration, and was placed on the US Treasury’s Specially Designated Nationals and
Blocked Persons List.
• This is the latest in a series of increasingly public and frequent retaliatory maritime attacks between both
countries at sea, but also in other areas such as cyber activity, Israeli airstrikes on Iranian and pro-Iranian
forces inside Syria, and a mutual campaign of sabotage and assassination attempts. As the US tries to revive
nuclear diplomacy with Iran, Israel is very likely to continue pressuring Iran with similar attacks to contain its
presence and influence in the region, and probably also to try and undermine nuclear talks. Although both
countries are likely to avoid deliberately sinking the other’s vessels and causing casualties, any increase in
attack frequency and willingness to strike around the waterline would raise the likelihood of miscalculation,
leading to even more open and direct – but likely still contained – attacks against each other’s commercial,
naval, and military assets.
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Mozambican insurgents’ capture of Palma
6 Apr 2021 - Country Risk | Strategic Report

Insurgents launched a co-ordinated attack on 24 March on Palma city in Mozambique’s northern Cabo
Delgado province, killing at least dozens, including foreign nationals employed on work related to Total’s
nearby Afungi liquefied natural gas (LNG) project construction site. At the time of writing, there was no official
confirmation of the total number of dead and wounded, or of the damage to property. The security forces have
engaged in fighting with insurgents and claimed on 5 April to be in control of the city, after taking journalists
into Palma for a short visit; however, IHS Markit assesses the security forces’ claim to be not credible and
expects fighting to continue.
• The attack is the largest to date in the insurgency and is almost certain to have required more
planning and a greater number of fighters than in previous attacks, demonstrating increased
capabilities. The attack is likely intended, among other things, to attract greater formal support from the
Islamic State, whose affiliation with local insurgents has been tenuous. Local insurgents have gone by the
name Ansar al-Sunna or Al Shabaab, but are not connected with the Somalia-based group of the same name;
the United States designated the group as a foreign terrorist organisation, associated directly with the Islamic
State, but we view this description as incomplete. The Islamic State has since published a statement claiming
responsibility for the attack, although based on open-source information only. The insurgents reportedly
entered Palma from three different directions, supported by groups inside the city who had likely arrived
shortly before the attack. Rudimentary checkpoints were set up to prevent entry and exit on all main roads to
the city, and the insurgents were joined by reinforcements. Simultaneously, insurgents attacked villages from
Cabo Delgado’s Macomia district, including Mucojo and Quiterajo (on the coast, 100 km by boat and 245 km
by road north of Pemba, which is to the south of Palma), killing 17 civilians and kidnapping others.
• Reports indicate little to no immediate security response, which enabled the insurgents to carry out
significant damage with very limited opposition. Private military contractors previously hired by the
Mozambican government took part in evacuations of stranded civilians, including from the Aramula hotel,
which had been under siege since 25 March with reportedly 180 people inside. Civilians fled the town mainly
by road, with some vehicles ambushed by the insurgents. Others fled by boats, with Total’s vessels harboured
in nearby Afungi peninsula helping to evacuate over a thousand. Media reports state that British, South
African, and Portuguese nationals were killed. The total death toll is reported to be in the dozens, with
hundreds missing on 1 April, including Mozambican staff of the United Nations and non-governmental
organisations (NGOs).
• Given the lack of capability of the Mozambican security forces, insurgents are likely to maintain
control of Palma city, port, and surroundings unless there is a material change in the state’s
response, including through support from foreign governments and/or expanded use of private
contractors. Greater support from the Islamic State would further add to the insurgents’ capability to remain
entrenched in the city, which has been largely abandoned by the population.
• Given their targeting priorities so far and statements on social media, and if substantive
improvements in the government’s security response are not immediately forthcoming, insurgents are
likely to attempt to move on Pemba. Insurgents have demonstrated their intent to seize territory, rather than
limit their activity to hit-and-run attacks, and they are likely to seek to build momentum and expand their
territory further in the next months. The fuel and food supplies, money, numerous vehicles, and ammunition
stolen in Palma will sustain their operational capability. Pemba, Cabo Delgado provincial capital, is an
attractive target because it hosts Total’s logistical base, an airport, and a container port and several
unprotected (at the time of writing) beachfront luxurious hotels known to host foreigners. Likewise, insurgents
will likely attempt to launch a small-arms attack in Mtwara in Tanzania, targeting a public space such as a
market to inflict mass casualties, or government assets and staff. However, the insurgents would be unlikely
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to capture the city because Tanzanian security forces are more capable than Mozambican forces and have
experience in fighting Islamic State-linked insurgents.
• In Pemba, as in Palma, the oil and gas sector’s subcontractors’ staff and assets located outside of
Total’s guarded and double-fenced perimeters would be at very high risk of being targeted, if they
remain in place. This includes their road convoys in and out of Pemba, taking the N380 towards Macomia,
which a group of insurgents reportedly occupied on 24 March. This risk extends to cargo travelling westwards
of Pemba towards Montepuez.
• In the absence of an improvement in the security response to the insurgency, Total will likely seek to
reorganise its onshore operations, which will incur additional delays to the project. It was reported on 2
April that Total had evacuated all staff from the Afungi peninsula’s construction site. The ports of Mtwara in
Tanzania and Nacala and Beira in Mozambique could offer a safer alternative onshore foothold to the project.
Similarly, the French island of Mayotte could also be an option.
• The insurgents’ capture of Palma raises risks of robbery, kidnapping, and small-vessel hijacking in
territorial waters, while aircraft deployed north of Pemba face an elevated risk of attack by small-arms
fire when parked or when flying at low altitude. Insurgents have already staged robbery and kidnapping
attacks on passenger vessels and are reportedly in possession of several fishing vessels and speedboats and
reportedly captured the Alfa-Jimbo a small cargo vessel. Although their capability at sea appears to be limited
still, this risk is likely to increase and sea-borne operations by insurgents between Pemba and Mtwara are
likely to take greater prominence in 2021. Aircraft would face an elevated risk of attack by small-arms fire
when parked or when flying at low altitude, with the risk concentrated in the hotspots of Palma and the
coastline descending to the north of Pemba. Helicopters would likely face this threat were they to be deployed
to support evacuations during insurgents’ assaults on Pemba or other cities, although there is no indication of
such aviation assets being a priority target.
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Indicators of changing risk environment
Increasing risk
• Road ambushes on the N1 and the R762 routes to Pemba will indicate a higher likelihood of the insurgents
attempting to capture the city in the next two to three months.
• Other indicators of an assault on Pemba include reports of looting and beheadings of civilians in villages
surrounding the city such as Metuge, Morocolo, and Mieze.
• Reports of insurgents using IEDs and carrying suicide attacks will increase the likelihood of them attempting
to load explosives on a motorboat, which they have reportedly been using in end of March, to target a
commercial cargo circulating between Pemba and Palma.
Decreasing risk
• The US and Portugal special forces deployed in Mozambique announce that they are forming a joint task
force, or at least co-ordinating a significant military response, decreasing the likelihood of insurgents’ attacking
Pemba.
• Foreign nations support Mozambique in patrolling its coast between Pemba and Palma, decreasing the risk of
maritime robbery, kidnapping, and small-vessels hijacking.

US-Iran relations
8 Apr 2021 - Country Risk | Strategic Report

Iran has been ramping up its nuclear, missile and regional activity. Iran demands that the Biden administration
first lift all Trump-era sanctions, thus returning to full compliance with the nuclear agreement, before Iran does
likewise. On 6 April, the original signatories to the 2015 nuclear agreement, known as the Joint
Comprehensive Plan of Action (JCPOA), reconvened in Vienna, with indirect US-Iran contacts mediated by
the European Union. That day, senior Iranian negotiator Deputy Foreign Minister for Political Affairs Abbas
Araqchi rejected any proposal in which the United States approves the release of USD1 billion in exchange for
Iran suspending 20% enrichment, although he also qualified the first round of talks as “constructive”. The
following day, two working groups focused on the technical requirements of a return to compliance by both the
US and Iran, even as the US State Department re-emphasised the Biden administration’s willingness to lift
sanctions inconsistent with the JCPOA. Iran, for its part, continues rejecting a gradual lifting of these
sanctions.
• Iran is likely to continue advancing nuclear-related measures enshrined in the 2 December 2020
parliamentary bill, with the aim of pressing the US to lift sanctions and refrain from broadening the
nuclear agreement. On 6 April, Iran’s Atomic Energy Organisation announced that by 10 April, around the
time of Iran’s National Day of Nuclear Technology, it would introduce new nuclear advancements including the
new IR-9 centrifuge. These Iranian-manufactured centrifuges are the country’s most powerful yet, notionally
capable of enriching uranium fifty times faster than the IR-1s allowed under the JCPOA, and come in addition
to the 1,000 IR-2m and smaller numbers of IR-4 and IR-6 centrifuges either installed or already enriching
uranium. On 7 April, Iranian authorities confirmed they have over the past three months amassed 55 kg of
20% enriched uranium at the Fordow facility, accelerating the pace of the parliamentary bill, which calls for at
least 120 kg of the material annually, or an average of 10 kg monthly. The use of advanced centrifuges
combined with 20% enrichment and accelerated stockpiling of this material, whether at the Natanz or Fordow
facilities, indicate Iran will more quickly obtain the significant quantity required to theoretically fuel one nuclear
device – about 250 kg of 20% enriched uranium, if further enriched to 90%. With snap inspections curtailed,
any attempt by Iran to resume weaponisation work in undeclared sites would also be harder to detect. Iran
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seeks to increase leverage and generate a sense of crisis so that any negotiations with the United States
remain on the nuclear issue, and occur quickly. Iran would likely agree to extend the nuclear agreement’s
sunset clauses, but without a future follow-on agreement addressing ballistic missiles and regional issues.
• The Islamic Revolution Guards Corps (IRGC) is very likely to continue ramping up Iran’s missile
capabilities to signal that it will not make concessions on this issue. On 15 March, the IRGC navy
inaugurated a new “missile city” featuring ballistic and cruise missiles in an undisclosed underground location,
likely along the Gulf. Two days later, satellite images published by a US media outlet claimed to show
advanced construction of vertical missile-launch positions in Hormozgan province, also near the Gulf. By
showcasing both missiles and satellite launch vehicles, which share a very similar technology base, Iran is
likely seeking to preclude compromise on existing ballistic missile capabilities, although it may also agree to
limit their range to 2,000 km in exchange for the legitimisation of its space programme. If Iran were to enter
more substantive negotiations on missiles, it would almost certainly demand a broader regional arms-control
agreement limiting the arsenals of adversaries like Israel and Saudi Arabia.
• Iran, through its proxies, is likely to continue increasing pressure on US forces inside Iraq and US
regional allies like Saudi Arabia. Between 29 March and 7 April alone, IHS Markit documented 12
improvised explosive device (IED) attacks targeting international coalition convoys in Babil, Anbar,
Salaheddin, Qadisiyyah, Baghdad, and Dhi Qar provinces. The frequency has intensified over recent weeks,
and at least one case, in Dhi Qar, featured a sticky bomb rather than the usual roadside IED. Furthermore, on
4 April, militants reportedly based in nearby Dojama, Diyala province, fired two artillery rockets at Balad
Airbase, which hosts US forces. Perpetrators with both the capability and will to carry out these attacks are
most likely Iran-backed Shia militias, including Kata’eb Hezbollah, Asa’eb Ahl al-Haqq and their numerous cutouts. And on 26 March, to mark the sixth anniversary of the start of the Saudi-led air campaign in Yemen, the
Houthis launched a barrage of drones and ballistic missiles against Saudi Aramco facilities in Ras al-Tanura,
Rabigh, Yanbu, and Jizan (where one projectile damaged a petroleum products distribution station), as well
as on military facilities in Dammam (King Abdulaziz military base), Najran, and Asir. The attack occurred just
days after Saudi Arabia offered another ceasefire proposal. By pressuring the US and its allies, these proxy or
client militias allow Iran to increase its leverage ahead of renewed negotiations, and to probe the Biden
administration’s red lines. Biden would probably continue with proportional retaliation to preserve the minimal
conditions for negotiations. Additionally, Iran is very unlikely to accept demands to halt support for regional
proxies, since these give it strategic depth and another key means of deterring its adversaries.

Indicators of changing risk environment
Increasing risk
• The Biden administration hesitates to respond with sufficient force, preferring low-casualty punitive strikes to
avoid undermining the prospect of nuclear renegotiations, which in turn encourages Iran-backed militias to
intensify attacks against the US and its allies.
• In response to Iran’s escalatory measures, Biden reinforces and steps up, rather than reviews, Trump-era
sanctions and “maximum pressure”.
• Iran increases uranium enrichment beyond 20% fissile purity, using justifications including the need to fuel (as
of yet non-existent) naval nuclear propulsion systems.
• Iran cancels the three-month grace period agreement with the IAEA, categorically denying inspectors access
to surveillance footage in affected sites.
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Decreasing risk
• The Biden administration lifts some oil and banking sanctions to induce Iran back into negotiations, or at least
relaxes the implementation of existing sanctions and acknowledges it is doing so.
• The Biden administration facilitates Iran’s access to a USD5-billion emergency loan it requested from the IMF.
• The Biden administration permits Boeing to deliver on a standing aircraft contract with Iran.

Suez Canal security risks
30 Mar 2021 - Country Risk | Strategic Report

The impact on global trade caused by the container ship Ever Given becoming lodged across the Suez Canal
on 23 March has led to concern in the shipping industry over the potential for similar disruption caused by acts
of political violence. As some shipping companies re-route cargo around South Africa’s Cape of Good Hope,
there have also been questions around piracy risks to these vessels.
• Sinai-based jihadist militants most
likely do not have the capability to
cause significant damage or disable a
cargo vessel in the Suez Canal. There
has been an active jihadist insurgency in
Egypt’s Sinai Peninsula since 2014. IHS
Markit recorded 140 militant attacks in
North Sinai in the last 12 months, but
none within 50 km of the Suez Canal.
Nevertheless, the Islamic State in Sinai
most likely see the Suez Canal as an
aspirational target, and have probably
been further encouraged by the widely
reported impact of the Ever Given
blockage. The group’s capability to
conduct attacks against shipping in the
canal is probably limited to one-off missile
strikes using rocket-propelled grenades
(RPGs) or anti-tank guided missiles
(ATGMs). These would be very unlikely to
cause more than superficial damage to a
cargo vessel, let alone to disable a vessel
in the canal. Blockage of the canal by a
damaged vessel would only become more likely in the event of a suicide attack using an explosives-laden
dinghy. Current levels of Egyptian security measures and surveillance along the canal, however, make such
an attack very unlikely.
• Off the Yemeni Red Sea coast, the Ansar Allah (Houthi) militant group represent a high risk to Saudi
military and commercial ships, but they are unlikely to risk escalating their attacks to include
indiscriminate and recurring attacks targeting international commercial shipping. Given the group’s
ready access to unmanned marine vehicle-borne improvised explosive devices (UM-VBIEDs) and sea mines,
the Red Sea coast is very likely to continue to be an area of active targeting by the Houthi. Expanding to
international shipping, however, would almost certainly invite a concerted military effort against them –
something the Houthi will seek to avoid, despite the increased number of potential targets due to the backlog

|9

Analysis selection for JCC - March 2021

of vessels awaiting transit through the canal. There is an increasing risk, however, of one-off demonstrative
attacks and, as a result of this, so too is the risk of accidental targeting of commercial vessels due to Houthi
misidentification. Since early 2021, five incidents involving Houthi UM-VBIEDs have been recorded in the
southern Yemeni Red Sea and off the Hodeidah coast, all of which appear to show a high degree of target
selection. The risk from Houthi sea mines mainly affects fishing boats and Saudi naval vessels operating
close to the shore north of Hodeidah. The Saudi navy has detected and made safe several hundred of these
mines in recent years and the Saudi navy conducts regular minesweeping operations in these areas, which
mitigates the risk but does not eliminate it entirely. Ocean currents are likely to drag sea mines north along the
coast, but they are very unlikely to be carried out into the Red Sea shipping lanes. Larger commercial vessels
are only at risk from mines when approaching the coast.
• Vessels re-routed around South Africa’s Cape of Good Hope are at lower risk from Somalia-based
piracy than those using the Suez Canal. Piracy risks off Somalia have reduced significantly in recent
years. IHS Markit recorded 12 suspicious approaches by suspected pirates off Somalia in the last 12 months,
but no successful attacks. The last successful hijack of a commercially significant vessel was in March 2017.
Attacks against larger commercial vessels are usually deterred or aborted due to the presence of onboard
armed security, demonstrating that while there remains the intent to conduct acts of piracy, the capability of
assailants is insufficient for current security protocol. The majority of attacks target vessels in the Gulf of Aden,
en-route to or from the Suez Canal. Vessels that have been rerouted around South Africa to or from Asia
would avoid the piracy risk area altogether, while those rerouted to or from the Middle East Gulf would pass
Somalia at a much greater distance than they would otherwise have done passing through the Gulf of Aden.

• Vessels re-routed around the Cape of Good Hope would not pass through areas affected by piracy in
the Gulf of Guinea. Piracy in the Gulf of Guinea is a significant concern for commercial shipping. IHS Markit
recorded 29 successful boardings of vessels by pirates in the last 12 months, resulting in 140 crew members
being kidnapped for ransom. The vast majority of these attacks, however, are conducted in Nigerian waters
and do not extend beyond 300 nautical miles from the Nigerian coast. Vessels travelling between the Cape of
Good Hope and Europe or North America bypass the Gulf of Guinea at some distance and are very unlikely to
be targeted.
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Indicators of changing risk environment
Increasing risk
• Sinai-based jihadist militants target Egyptian security forces deployed along the Suez Canal, indicating
growing intent to launch an attack against shipping.
• Increased use of anti-tank guided missiles (ATGMs) against Egyptian security forces in North Sinai would
indicate new supply of weapons and growing capability to target vessels passing through the Suez Canal.
• Increased use of motherships by pirates operating in the Gulf of Guinea would indicate growing capability to
target vessels further out at sea, but even then, they are unlikely to reach the main shipping lanes between
Europe and the Cape of Good Hope.
Decreasing risk
• Egypt further enhances surveillance and security patrols along the Suez Canal in Sinai to deter and pre-empt
any advance by jihadist militants.
• An international naval task force, similar to that deployed off Somalia, is deployed to the Gulf of Guinea to
deter piracy attacks further out at sea.

Government of National Unity likely to remain fragile but approval reduces civil
war risks across Libya
18 Mar 2021 - Country Risk | Headline Analysis

In a ceremony held in Tripoli on 16 March, the Government of National Accord (GNA) formally handed over
power in Libya to the Government of National Unity (GNU) headed by Prime Minister-designate Adbelhamid
Dbeibah. The swearing-in ceremony followed the 10 March endorsement of the GNU by the eastern-based
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House of Representatives (HoR), which had paved the way for the peaceful transition of power. According to
the roadmap set by the United Nations-led Libyan Political Dialogue Forum (LPDF) on 5 February, the GNU
has a limited mandate and its main task is to lead the country to the December 2021 parliamentary and
presidential elections.
Significance: The HoR endorsement represents a significant move forward in the current reunification and
reconciliation process in Libya. It also further crystallises the ceasefire agreement signed by the GNA and its
rival Libyan National Army (LNA) in October 2021, which means that a resumption of fighting between eastern
and western forces is now unlikely while the political track continues to progress. As previously assessed by
IHS Markit, however, the new executive remains institutionally fragile. It will continue to perpetrate factionalism
as long as the Joint Military Committee, which brings together eastern and western military officials, does not
reach an agreement about the departure of thousands of foreign militiamen sent to Libya by Qatar, Russia,
and Turkey, as well as on formation of a united command over Libya’s armed factions. Failing this, these
foreign powers involved in the civil war, which maintain military bases in Libya, will continue supporting their
respective local proxies and derail the process, should they perceive their influence threatened by the new
government. Success of the GNU over the next few months in unifying public expenditures of the two preexisting governments and re-unifying the Libyan central bank would be a key indicator pointing to the new
executive establishing its legitimacy. Conversely, resistance by western and eastern armed factions to be
unified under a single chain of command would indicate their intention to challenge the LPDF outcome,
jeopardising the continuity of the political track.
Risk: Civil war
Sectors or assets affected: All

Nigerian government likely to frustrate shipping companies’ calls for
multinational force to combat surge in piracy kidnapping
9 Mar 2021 - Country Risk | Headline Analysis

The world’s largest container shipping company, Maersk, has renewed calls for a multinational naval mission
to start operating in the Gulf of Guinea to deter high levels of piracy. Aslak Ross, the company’s head of
maritime standards, told Agence France-Presse on 5 March that the international community should support a
short-term mission while helping to strengthen the anti-piracy capabilities of coastal countries. According to
the International Maritime Bureau, of the 135 seafarers kidnapped in 2020, all but five were in the Gulf of
Guinea, concentrated in the high risk area centred on the oil-producing Niger Delta in Nigeria. Maersk said 50
of its vessels regularly transit the Gulf of Guinea, and two were fired on in separate attempted boarding
incidents in December 2020 and January 2021.
Significance: Despite increasing pressure from some of the world’s biggest shipping companies, which face
high insurance costs and threats to their crews, there is no political will to change the status quo. The handsoff European response is typified by the European Union-led Coordinated Maritime Presence (CMP) set up in
January, which involves vessels from France, Italy, Portugal, and Spain providing information and intelligence
sharing to regional navies. Patrol vessels are spread thinly over a wide area, and Niger Delta-based pirates
particularly target zones of uncertain jurisdiction such as the borders of Nigeria’s Exclusive Economic Zone
(EEZ). The EEZ saw a spate of incidents from late November 2020 to early February 2021, including the
abduction of 15 Turkish seamen from the containership Mozart on 23 January after a six-hour siege of the
ship’s citadel. The Nigerian government is highly likely to resist any efforts to set up an international
enforcement body or permit the use of foreign on-board armed guards, as that would highlight its security
forces’ inability to restrict the problem. That attitude would only charge if there were a major increase in the
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already high levels of kidnapping, prompting shipping companies to avoid the Gulf of Guinea high-risk area,
but incidents are now likely to decrease temporarily after the usual seasonal November–February surge when
pirates take advantage of calmer sea conditions.
Risks: Terrorism; Kidnap and ransom; Death and injury; Marine cargo
Sectors or assets affected: Defence and security forces

Sahel tri-border mass-casualty attacks indicate Islamic State expansion,
particularly into Niger, despite increased counter-terrorism operations
23 Mar 2021 - Country Risk | Headline Analysis

Niger’s government has reported that gunmen killed 137 civilians in attacks in the western Tahoua region on
21 March, just days after 66 villagers died in a series of attacks in the neighbouring Tillaberi region. Dozens of
armed men on motorbikes opened fire indiscriminately in Tahoua villages around Intazayene. On 15 March, in
similar assaults, shoppers returning from the market in Banibangou, Tillaberi, were killed and buses attacked.
Also on 15 March, 33 Malian soldiers were killed when their convoy was ambushed near their base in Tessit,
an attack later claimed by the Islamic State in the Greater Sahara (ISGS). All of these areas fall within the
Sahel tri-border zone of Burkina Faso, Mali, and Niger, where counter-terrorism forces operate within 50
kilometres of border areas. In January, 100 civilians were killed by ISGS in Ouallam zone, Tillaberi, just ahead
of the second round of Niger’s presidential election, which was won by ruling-party candidate Mohamed
Bazoum.
Significance: There has been no claim of responsibility for the attacks in Niger, but they occurred in areas
where ISGS is active. The jihadist group’s claim of the attack in Mali signals its extended operational reach
into the Malian section of the tri-border region, and the ability to drive out Al-Qaeda-linked groups. The wave
of attacks in Niger is exploiting security weaknesses following Bazoum’s election, indicating the likelihood of
Niger becoming a support base for intensifying ISGS cross-border attacks. It also indicates that the United
States’ unmanned aerial vehicle (UAV) facility in Niger’s Agadez desert is not being effective in denying
jihadist groups secure base areas and freedom of movement. The targeting of civilians is likely intended to
cause population displacement and chaos as the European ‘Takuba’ special-forces counter-terrorism mission
deploys to the tri-border region. Chad’s announced deployment of an extra 1,200 troops to the area is unlikely
to prevent attacks on security forces, with a likely focus on Niger. Further ambushes and attacks against
military vehicles and public transport, especially on market days, along key western roads such as the RN24,
will confirm ISGS intent and capability. Attacks are particularly likely in the lead-up to Bazoum’s investiture on
2 April.
Risks: Terrorism; Government instability
Sectors or assets affected: Security and defence forces; Transport; Individuals

Afghanistan’s peace process
24 Mar 2021 - Country Risk | Strategic Report

The Taliban and the Kabul government agreed to accelerate peace talks at the conclusion of a conference on
the Afghan peace process in Moscow, Russia on 19 March, attended by representatives of the US, Chinese,
Russian, and Pakistani governments. The summit was the first major diplomatic push by the administration of
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US President Joe Biden for a breakthrough in stalled negotiations before a deadline for full US military
withdrawal from Afghanistan in May 2021.
• The Biden administration is likely to be resistant to fully withdrawing US troops from Afghanistan by
May 2021 as stipulated in the US-Taliban agreement. President Joe Biden’s new administration in the
United States has signalled that it will continue to largely follow its predecessor’s peace efforts in Afghanistan.
Crucially, this involves engaging with the Taliban and following the framework of the US-Taliban agreement
that was reached in 2020. It is increasingly apparent, however, that the Biden administration is unwilling to
proceed with a full withdrawal by May, particularly because fighting between the Kabul government and the
Taliban has escalated and intra-Afghan talks, which began in September 2020, have been largely
deadlocked. The key concern is that withdrawal without a domestic agreement would undermine negotiations
and enable the Taliban to defeat the Kabul government militarily.
• The Biden administration will probably push for a ceasefire between the Kabul government and the
Taliban or pressure President Ashraf Ghani into agreeing to a transitionary government. The Biden
administration’s key objective in the coming month will be to improve the security situation in Afghanistan to a
point that US military withdrawal is acceptable by May, leaving subsequent intra-Afghan talks to deal with
contentious issues such as the role of Islam in a new constitution, the integration of Taliban fighters with state
security forces, and a new political system. There are several permutations of an acceptable scenario,
including a ceasefire, a reduction of violence, or the formation of a transitionary government that includes the
Taliban. The most likely of these is a reduction of violence, which the Taliban has indicated a willingness to
work towards. Given the time constraints involved, and the Kabul government’s unwillingness to agree to an
interim government without elections, we assess that the scope for meaningful progress that enables US
withdrawal by May is slim.
• Should the Biden administration refuse to withdraw by May 2021 without the Taliban’s approval, the
Taliban would be likely to resume attacks against US interests in Afghanistan. The Taliban has stopped
attacks against US interests since the US-Taliban agreement was finalised in February 2021. However, if the
Biden administration continues to maintain a military presence in Afghanistan beyond May without Taliban
approval, insurgents are likely to resume armed assaults, improvised explosive device (IED), vehicle-borne
improvised explosive device (VBIED), and indirect attacks against US air bases, non-governmental
organisations (NGOs), commercial interests, and expatriates and diplomatic staff in urban areas, particularly
in the capital Kabul. However, even in this scenario, we assess that the peace process will broadly continue
even if it stalls for a number of weeks or months. All parties involved – including the Taliban’s main leadership
– are politically invested in the peace process, and it is likely that negotiations would resume in late 2021,
likely with a fresh deadline for US military withdrawal.
• A low-probability but high-impact scenario would be the Biden administration following through with
full military withdrawal in May 2021 without a domestic Afghan agreement in place. A US withdrawal by
the deadline would likely lead to a gradual if not immediate collapse of intra-Afghan talks, increasing the risk
of a renewed multi-fronted civil war in the country with new attack dynamics. However, the Biden
administration has demonstrated very limited appetite for a withdrawal without progress in intra-Afghan talks,
and this scenario is therefore overall unlikely.

Indicators of changing risk environment
Increasing risk
• The resignation or dismissal of lead US negotiator Zalmay Khalilzad, who has been central to the peace
process to date, would indicate the Biden administration seeking a fundamentally new approach to
reconciliation in Afghanistan.
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• The Taliban normally announces its annual spring offensive in April. An offensive this year would indicate a
significantly reduced possibility of a ceasefire or reduction of violence to facilitate peace talks and US
withdrawal.
Decreasing risk
• Support for an interim government by President Ghani or lead Kabul government negotiator Abdullah
Abdullah would indicate growing momentum in negotiations.
• Taliban willingness to negotiate a delay to the withdrawal deadline would indicate a reduced risk of the USTaliban agreement breaking down and leading to fresh attacks against US interests in the country.

Killing of major Abu Sayyaf operative unlikely to substantially reduce kidnapfor-ransom attempts in southern Philippines
23 Mar 2021 - Country Risk | Headline Analysis

Philippine marines on 20 March killed a senior Abu Sayyaf Group (ASG) leader, Majan Sahidjuan, also known
as Apo Mike, in an armed exchange on Kalupag Island in the Tawi-Tawi province. Security forces were
alerted to his presence by local residents. Sahidjuan’s group was attempting to transfer four Indonesian
hostages to Tambisan Island in Sabah, Malaysia, for ransom, when one of their vessels capsized on 18
March. The accident stranded Sahidjuan’s group and one of the hostages, while two other militants and the
remaining three hostages became separated. These three hostages were subsequently rescued in Pasigan
Laut, Tawi-Tawi. The four hostages were among five fishermen abducted by the ASG off Tambisan in January
2020. One hostage was killed by his captors during a rescue attempt in September 2020.
Significance: Sahidjuan’s death is unlikely to significantly weaken ASG’s kidnap-for-ransom activities. He
was an important figure in the Radullan Sahiron faction that co-operated with other ASG factions led by the
Sawadjaan and Yadah clans, which hid and transported his kidnap victims in exchange for a portion of the
ransom. Because of the networks Sahidjuan left behind, his death is likely only a minor setback to ASG
kidnapping operations. The most likely candidate to replace him is Almujir Yadah, the head of the Yadah clan
and a Sawadjaan ally. The Yadah clan is responsible for several kidnappings in Sulu and the Zamboanga
Peninsula over the past five years and co-operated with Sahidjuan in kidnappings in Sabah where the clan
has extended family. The ASG is likely to continue its operations in the islands and waters between Malaysia
and the Philippines. The Philippine military on 3 March foiled an attempted seajacking of a 31,000-ton bulk
carrier off Sibutu Island, which was likely carried out by ASG operatives. The incident indicates that ASG
networks maintain the capacity to target large vessels. Similar attacks in international and Malaysian waters
would indicate that Sahidjuan’s death has not altered ASG’s kidnapping capabilities. However, an increase in
domestic kidnappings would indicate that the ASG is unwilling or unable to attempt cross-border operations
and is refocusing on more vulnerable but less lucrative targets.
Risks: Terrorism; Kidnap for ransom
Sectors or assets affected: Marine
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Myanmar’s economic outlook weakens substantially following military-led
coup; divestitures and international sanctions highly likely to intensify
16 Mar 2021 - Country Risk | Headline Analysis

Since Myanmar’s military (the Tatmadaw) imposed a state of emergency on 1 February and vested all
authority in Commander-in-Chief General Min Aung Hlaing, there has been a steady intensification in work
disruption locally and private-sector-led divestitures driven by the coup. Most recently, the Benetton Group
issued a statement on 12 March that it would halt all new orders from Myanmar.
• Although the full impact of the coup has yet to be reflected in the data, the near-term outlook for
Myanmar is substantially weaker. Following the coup, IHS Markit downgraded Myanmar’s fiscal year (FY)
2020–21 GDP growth forecast from 5.7% to 0.3%. The ongoing political instability will curtail foreign investor
confidence to do business in the country, particularly given the disruption in factory activity. After anti-coup
protesters initiated the civil disobedience movement (CDM) on 4 February – abstaining from work at publicand private-sector companies in order to stall the country’s administration – the Myanmar Container Truck
Association and customs officials were reported in national media on 12 March as saying that exports via
Yangon’s ports had dropped by about 90%. The CDM will almost certainly damage operations in Myanmar’s
manufacturing sector. Mass factory closures and road blocks triggered by the movement are causing
shortages of raw materials and closed shipping lines, with supply chain disruption likely to worsen. The impact
of the coup is also likely to reduce domestic investment and consumption activity.
• A near-term political resolution, although unlikely, would be key to economic recovery in FY 2021–22.
Myanmar’s economic recovery is heavily dependent on a near-term resolution to the coup, which is unlikely.
Worsening of the conflict within Myanmar, growing withdrawals from and curtailment of business links with the
country, and the risk of potential sanctions all threaten further economic dislocation. The garment sector is
pivotal to the outlook because it accounts for the highest share of Myanmar’s total exports (30%), with its
production levels likely to deteriorate further given large-scale work abstentions by garment-sector workers in
the CDM and withdrawals by foreign investors like Benetton, driven by reputational concerns and potentially
by future sanctions. Furthermore, the sector is heavily reliant on trade concessions granted by the European
Union, although withdrawal of trade preferences under the Everything but Arms (EBA) arrangement of the
Generalised Scheme of Preferences (GSP) is unlikely in the two-year outlook because of the procedural
timeframe required by the EU to do so. Another adverse risk factor is coronavirus disease 2019 (COVID-19).
Although official data from Myanmar on the incidence of COVID-19 cases and the subsequent vaccine rollout
is currently lacking, it is highly likely that cases are present, and case numbers are likely to rise given the
prevalence of mass groups of people during protests. A resurgence of the virus would have a longer-term
negative impact on the economy, delaying projects in multiple sectors, including manufacturing.
• Foreign government sanctions and private-sector-led divestitures are highly likely to increase. Formal
sanctions have already been initiated, and their prevalence is likely to widen as the number of fatalities in
protests continues to rise. On 10 March, the United States imposed sanctions on companies led by Myanmar
Commander-in-Chief Min Aung Hlaing’s children. This followed action on 3 March when the US added
Myanmar’s Ministry of Defence, Ministry of Home Affairs, and two Tatmadaw-led companies – Myanmar
Economic Holdings (MEH) and Myanmar Economic Corporation (MEC) – to its (sanctioned) Entity List. The
extent of Tatmadaw-linked companies’ involvement in economic activity is difficult to estimate, but an increase
in targeted sanctions against MEH and MEC – as is likely in response to the Tatmadaw’s increasing use of
lethal force – would almost certainly damage the economy. Furthermore, several companies from the region
are divesting from Tatmadaw-led companies. Japan’s Kirin Beverages, Singapore’s TDS Consulting,
Australia’s Woodside Energy, and Thailand’s Amata Corporation are among several companies that have
already withdrawn from investments. Curtailment of commercial demand from abroad is also likely on
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reputational grounds, and we expect the trend of foreign withdrawals and cancellations of orders to continue
on a broader basis.

Indicators of changing risk environment
Increasing risk
• Statements from the Tatmadaw indicating a prolonged state of emergency beyond one year would further
threaten the continuation of foreign investor-led projects.
• A growing number of fatalities would increase the likelihood of EU governments moving to adjust the bloc’s
preferential treatment of imports from Myanmar.
• Statements from Association for Southeast Asian Nation (ASEAN) governments – particularly Indonesia
and/or Malaysia – announcing a refusal to recognise the military government would increase the likelihood of
sanctions from these countries.
Decreasing risk
• Although both are unlikely scenarios, if the Tatmadaw eased its political control and sought new (free)
elections – or the CDM decided to scale back its protests, reducing economic disruption – such events would
reduce the downward pressure on Myanmar’s economic outlook.

Increased cargo disruption likely in lead-up to Mexico’s June election,
particularly in Michoacán, Sonora, Chihuahua, and Guerrero
26 Mar 2021 - Country Risk | Headline Analysis

On 17 March, members of the National Coordinator of Education Workers (Coordinadora Nacional de
Trabajadores de la Educación: CNTE) took over five tollbooths along the Guadalajara-Morelia-Mexico City
motorway and staged a railroad blockade at Uruapan to demand increased budget transfers from the
Michoacán state government. This was the latest of a series of blockades interrupting traffic and affecting
supply chains in Michoacán and other Mexican regions over the past year. According to the Mexican Railway
Association (Asociación Mexicana de Ferrocarriles: AMF), there were a total of 194 days of rail blockades in
2020 across Mexico, the highest recorded for a single year. The CNTE carried out a 20-day railway blockade
in Michoacán in October 2020, generating losses of about USD14.1 million and leaving almost 5,000
containers stranded at the Lázaro Cárdenas port, according to AFM. Likewise, in Meoqui, Chihuahua state,
agricultural workers blocked rail lines between August and October 2020, causing USD1.4 billion in estimated
losses, mostly from export disruption, and an average 300% increase in cargo transport during that period.
Significance: The willingness of unions, farmers, and other protests groups to disrupt supply chains in
Mexico is likely to increase in the run-up to the 6 June mid-term election. The mid-terms will result in the
election of 500 lower house members, about 20,000 state and municipal officials, as well as 15 state
governors. All candidates will face increased demand for social benefits as well as increased pressure to
resolve local issues, such as access to basic goods, better wages and, among others, a reduction in crime
and insecurity. Cargo disruption risks are likely to be particularly high in Chihuahua (rail and motorways),
Guerrero (motorways), Michoacán, and Sonora states. Sectors most likely to be affected by the blockades
include manufacturing, retail, mining, chemical, and export-oriented agriculture. Such actions typically do not
entail physical violence against cargo workers or assets as protesters use the blockades primarily to pressure
the national, state, and municipal governments. However, there have been incidents in which lorry drivers
have engaged in fist fights with protesters demanding a transit fee, something that is likely to recur.
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